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342 S} WAL 5} oA tiIAR1 IR (asymmetric
strateg1es)£l§ A 2L otH Qg o & BrE 1 Qic}.42 o]of £ Q E0] B3l
O] Alo|H FEZ o] $+E O FUISI=AIEAHEE A2 525 Yol |
A G=o] FA|AZFALA(ISS: The International Institute for Strategic
Studies)= E3H9] Alo|H 58S H5}YQl 3 15(Thrid-tier)ofl &3$tctal H7}
Aolgrt 48 o KT} B3519] Ato]y] Qlialel H ot f=2o] AlA| Z|sheo]H, Al
Al e} AF k= ACIESl 7t S=1 2lAloF A B|A AlF-AA o A A
O g 9JEsto] 99| FZof Fofslrial Brgith 44

e v)5e Gorat Bako] AfolH] Qlmetel 2, H319) Alo]H] B2 &
22 v 33} Ao} 121 FFErh ol Au S & 5F0E Bk

Ak, = Ho 2ZE O] AR T AR ATE A= 20209 108 T3S
Molo]3 2 AT E A8 ®o] B 11 ,(Microsoft digital Defense report)2h=
l‘i—l—jﬂoﬂjﬂ 32 2ok, o, St o= AlA 4HA AtolH 34 =7t=
=5}9ic) 45
];ﬁ"—’] 7R FA|Q1 ‘@ E 3]’ (CFR: Council on Foreign Relations)®
2022 7€ U7 AlolH QT E I £ B 1A%l "Confronting Reality in
Cyberspace: Foreign Policy for a Fragmented Internet ;oA ‘Afo|¥ =24
S YUol= u]=+9] A= (U.S. Adversaries Are Sponsoring Cyberattacks)
oF Z= ZAlof, o|gt, E3l 47 A EHUTHAdam Sagal - Gordon M.
Goldstein 2022). ©] EaAjo] @21, 2005WF-E 2021 A7H] v|=-& A2

42 0|5y, "Bt Aoy FZ9] A% A, (FIYHRARA oldrel=H A20345, 2022.12.28.),
p. 1, <https://www.nars.go.kr/report/view.do?page=1&cmsCode=CM0043&categoryld=
&searchType=NM&searchKeyword=%EC%9D%B4%EC%8A%BO%EC%97%B4&brdSeq
=41005) (A <Q: 2023.4.20.).

B AEo]. QAN 7L At) Bite] Atolw I F 3 oS, (F7IHE ALY INSS
AR A|1475, 2021.11.6.), p. 5, <https://inss.re.kr/publication/bbs/js_view.do?nt
tId=410208) (AXL: 2023.4.20.); The International Institute for Strategic Studies. “Cy
ber Capabilities and National Power: A Net Assessment,” 1ISS, February, 2019), p. 125,
<¢https://www.iiss.org/research-paper//2021/06/cyber-capabilities-national-power)
(A Y: 2023.4.20.).

M R0 UM 919 Z p. 5.

% oElyg, “MS Bt Aolw 2 AA 4HA--AHJAYE 2F FF” FVOA,, 2021.10.6.,
<¢http://www.voakorea.com/korea/korea-politics/microsoft-report-analyzed-nsns)
(A Y: 2021.7.1.).
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gk AolH] Z AL F=to] 156402 7 Wokal, th3-2 2 Alobrt 11074, 18]
31 o]gho] 557, B3k 547olgkal 43 ct.46

T3 o]t st = AUY AF WHAIE] (Belfer Center)7t I7HgE Afo]H
T 202249 B4 T=271E Alol¥] IR # 2022 (National Cyber Power
Index 2022) 9141 53] Alo|H 5Eo] HA| A XA 2= AlA 1491E 7153
A gk Ato]H] = OH 59 % P&ohs 58 FEolAd= A AA 195 7153
I T4 Bl B3to] st g T8 73] tigt AtolH 34
A5 fﬁ]—colfﬂu_ EAE 2y ol ¥kl AT (surveillance) 59
AA 179, “AE (intelligence) 582 AlA 259, ¥ (norms)¥ °
of'(defence) F-Zoll A= AIA 309 E ZA F o9& 7153 oH, &4 =

)’ (destructive) F-2o| A A AR AA 69E 7|53 ct.48

AA 0 7 ol}] =olE Eofl & W, 539 Alo]H 59 B ol w2
Thl £ &= Qlth. &, Alo|H 34 582 Z35HA|TE oofl i35l Al =i AtolH Q1
2t] kg o = Qlgf| Alo|H B 582 AH Wk FHAdS F Kol
ULk, SHAIRE F3Ho] AtolH 34 o] tigt 51‘11]*@94 3’4443 =3t ‘4194 /\}01
H Qlzmetrtoflet 34 &

O

doE o 2

5519] Ao]i] AL 20009 79 79 T} vlo] 2 713k 35749] GAjol
Eof thote] HEs F2L AFFORA AZE et o] F o Helo] 24

46 Adam Sagal-Gordon M. Goldstein, “Confronting Reality in Cyberspace: Foreign
Policy for a Fragmented Internet,” (CFR Independent Task Force Report No 80, July
2022), <https://www.cfr.org/report/confronting-reality-in-cyberspace) (Accessed
April 21, 2023.).

47 Julia Voo - Irfan Hemani - Daniel Cassidy, “National Cyber Power Index 2022,” Septem
ber 2022., p. 13, <https://www.belfercenter.org/publication/national-cyber-power-
index-2022) (Accessed December 11, 2022).

8 Ibid., pp. 10~12.
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=9 =7HE A 2 A HIA(NHS) APt dolM = &4 e 448 A2
Ay SHd SHeR B A E Fohe T AAt FEgo] il By
Th.52 Tl H ot 59te] 542 ok w7 7hol| a7k g flotAl DA8st AL,
2 =50l A9 §lo] T4& Ttk HollA Ad4de A7 A+ U5
EQ E]to] el s Q] FH o R FE-2 8] AR Al7]= 201749 24
=l 7HdStE A= 491 B ol tigt 7005 28 Si7) 9] Hle= Eito] A=y
A FECH Y2 B3te] Alo|w FZ 02 v Hofl A4 6,5005 2 (2F 7929
DE TS FoaL .54 ek ¥l o] 9jof|= 201949 11€9= URE'E

S43) ojtfelE 5609 9] &S 7131 A= WAL Urt.55
B2 gt oby gt 20209 9¥ £ =Hl7ote] 73St A 4xof A5t
°F 5407 221 9] 7HIelH| £ siFdstl e, 2024 39ol= E5A 715 Al
AAAIRD *HA QAU E](Axie Infinity)E S = FHL sHFJ o= A 2o +F
2l oF 6911,500% S ke &4 75T A2z FRI=UTt.56

20223 3¢ 1€ 37d FALdE Y Abol HiEAA A E9] o dE27hd 2y
A1(8/2022/132)° w2, EF3to] A 7ol B a3t A2 2E5}7] 95
At 20201958 20219 FRZHA] Fop[E)7E 4, obAlot 5 #4 33 o4f<]
7HEetE A R A0l A oF 5,000%t €2 7HA| o] 7S E STl BFR TS

S AE/hi@EAAE v=Y EFA] BA7IUA AlerdEAly
(Chainalysis)®] B71 1-&3stHA H3to] 2021 g 8 F<F 738t A &
B oyt FAFSJAL SOl thet & 7] Ato]H A= oF 49 ZE 71A] €]
7HEEHE ST AL BT o] 9} A wls AReAR(FBD = 20229 39

% A, WA Yook Bete] Ao g, (5B kAT JPI PeaceNet 2017-483, 2017,
8.2.), <http://jpi.or.kr/wp-content/uploads/2021/07/pn201748.pdf) (A L: 2023.4.

% 3429)1 2

 HEA), gr=Eut Jro] gEsh 10w EFch-dld 65009 g |, TEYUH,,
2019.8.13., <https://www.joongang.co.kr/article/23551061) (A Y: 2023.4.8.).

5 Bat g7 o 7S 35002 ¥ E4,” BBC NEWS KOREA, 2021.7.5., <https://www.
bbc.com/korean/news-57663787) (AMY: 2023.4.6.).

% 5], “Boto] ok AT} u|e] o, (F7HIE AT INSS HFE T 1913,
2022.11.25.), p. 5, <http://www.inss.re.kr/publication/bbs/js_view.do?nttld=410585)
(A 2023.4.24.).

57 United Nations Security Council, $/2022/132, March 1, 2022, <http://www.securityc
ouncilreport.org/atf/cf/%7B65BFCFOB-6D27-4E9C-8CD3-CF6E4FFO6FF9%7D/N22
25209.pdf) (Accessed April 29, 2023).
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7HA] B3] AtolH F-24 At Q] H3k= o [& 1] 2t

(B 1) St AOIH S AR

it e it Lhg
gz A(DDoS) & Yy Feto] AL =
2009.7 (ot = 714) 2017.5 (1509] 73] MJOH)
05 A(DDoS) 2 9 FAste A4 34

20113 pan 38713, OJHL;U]?Q) 0077 o0ur ey Aygro] 44k 3]
Ao, 1A D)5599,

=& A 3l
2011.4 = AL §17) 2017.12 L2 7009 P Arete]
20181 | B MR QS 4
_ _ 5500191 743t 3]
2014.12 S2-9 97 17 _
s Ve MRS 24
' 7HAEH) 3, 1005 E8 €5
AVSE AN _1_7:]
2014.12 AT AL 87 2010.11  AUE ZHASHARA

7Hsh 56099 g%
& 2ul7]ote] 7HAkshu] Al 4

24

2015.10 @ AEAeHE 1-434 A¥ 815 2020.9

i . Al ZAeF = A7)& &=
2015.10 A, 23], ELE A 17 2020.12 AT, iur Wie =

ST O =)
20161 Hoh A I KX 202137 ;}gg;};qwﬁiﬁ
. o AL} 2 ThEo] el
o R AAAAA S 57 3
S . ol ik ol 54,
20168 oxx ojag A oz 20214 ] ;HU o il:i

T2 A 3923 10130l OA] Ol 5
20162 FEAYEH] AA 8,100%  2022.3 ﬂ]%(‘?ﬂ;” ilﬂ]ﬂ ﬂ;ﬂ;ﬂ &
%—a Fé'-’ﬂ 6—1 Ea 7]’09}1““ EH
AR 015, "B AelH F4 AT A, FBYURAA |49k =7 20343, 2022.12.28.).
% Ibid.

%9 J. Tidy, “74002}Q 2 zshu A 37 v o]l B3t #],” BBC NEWS KOREA, 2022.7.5.,
<¢https://www.bbc.com/korean/international-61118634) (A Y: 2023.4.23.).
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2 Bgto] 20224 3 o B FHT /SIS Fo] oF 1272
2 o golek i WHTheo POl Hato] FANE] thEAA 21O <
3 AR G719 BA|H 0= ofg- ol 29 AR A 2022 40°] 2] o]

FY A =EE S 5 QUNE ol 7Rk ER1E Bt 2lepEoelo EH

A t=2 nkQ E7kA(Alejandro Mayorkas) 0] FEQTE R A2 20224
109 18Y A7IE 204 F& BAollA “Fito] A 29 5 109 Eei7t He=
At el F5te] AtoH G HE Bofl HFAARY] TR IS A AFcta gt
Ach.61 T35 b H A(Anne Neuberger) W1 571QFH 3] 9](NSC) Ato]H]
7] S RR T 7Y Au]ZtEAE] (CNAS)OA & tesofA] “&
gto] oFo) A AtolH] &2 B-of) wArY 7Hdoll F 83t A9 21 38-9] 1744]
£ A02 FAET I grEr}.62
o] AtolH F-Zo| A|AH 13 Y FH e oA 7HAE 5 F-gAHA
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20169 1€ 69 A4 ALFL Ao = 201749 11€ 299 3H4-15
4s AP S TP R TS A AT A 7R 5 A &
A} 44214 9] 2+ S vAML AIE EARE Adsto] SAIARE 2} wl=ke]
HEAAE A = Ach FAME = 559 & - e vArd i '
T 95 F 1039 et 2] A9 (UNSCR: UN Security

Council Resolution)& A =153t

-’
A
b
H
A
>
iie)
ik

o

Moo 1o off

)

0 ez It T T Eo g mAbd Kt Lafnt 12700091 Y B, FRAUE, 2022.11.
7., <https://www.chosun.com/politics/diplomacy-defense/2022/11/07/XBBCXVHC
J5BJPOQ4KLV3LKQCHQ/) (A Y: 2023.2.22.).

o agE, v FEQREAW, Bt ushd 5 10999 o4 93 WMD A 29, TVOA,,
2022.10.19. <https://www.voakorea.com/a/6795295.html) (FAL: 2023.2.23.).

%2 J. Anderson, ‘7] Wil RE B Alo|H &Fo g nArd A 359 1537,
Trfay, 2022.7.28., <https://www.rfa.org/korean/in_focus/nkhacker-07282022165047.
html) (AMY: 2023.2.23.).

8 o5, 23t Alo|HH Y JF 2| F7ke} tgHet,” p. 3.



Aot 2= 20061 10 B3] A1 A4 o2 Aew A9t 1718%
£ AR R 157502 9 HEAAN AL & A5k 1 8L
ZHY xﬂlﬂ’@ﬂ 19 o] =g 4319 hEA|AH(1718%, 187435, 20873,
209435)= AR 71(WMD) o] A BAloll 2785 9 A AT, 20164
47 A 01? Hed ol EAA (22705, 232135, 23563, 23713,
23753, 23975)= 535 AA Gto] digh 28A AR 53] 2 US HIR
S A FoFe] A Al I }_ilcﬂt}

FetE o] hEAA7F e S A2 HEE v]=] SAA A7} o] L o
B} 29 37] 2ol vl=-& 016L=;9_«I 42 AAE o] [FAEE 2] 9]
E2AA Qolw 249 FHEH(13722%, 138102)7} 2742 AAH(THEA]
A ZF3F ), e Alot- o2t - B3 Al ), TR EHH ol S A Ao, 5 EE
O A E Fstdet. &3] EFE(D. Trump) 5% 20169 28 TaH o
EAAZSH & 718ke.2 201749 9¥ E3ta A=fishe o= F-871%o] tist
AA AT ] Hol)yZ Hi 0 2 3= g4 1381001 AP ZHN &
Aol AE8E =

1Ay 53 71%1—%%‘14%0

64

2431571 411 201

]

_r;

ol
O

=]
il U
1A SRStk AL S

l;— X 1Y F = 20164 oiH] oF il 2 ﬂ‘{fi
olghdio] Argje] sHITtAl & <= 9l 7]l T3} 20201 278 A2 A=
LH9(covui>—19)§'a sl 53] =Y EF2 90% oS AAISHL Y= F

& 2t =701 A7 sl whEhA &R o=k A7) B 2 A e
2N FE AT 717J‘:‘°u EHQW@, 1?4 g 773 0] @A 3] WorArt. et

& o]l5d, “AHL AW 1049, -2 A AT 9] A3k} HAAHA A gHel,” FINKS;, vol. 7,
no. 2 (2021), p. 79.
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(B9l HER)

2013 2014 2015 2016 2017 2018 2019 2020 1-3.31

"AIE1| 3,218,382 | 3,164,650 | 2,696,538 | 2,820,914 | 1,771,852 | 242,710 T £9,239 81,963

A7 BAA <https://kosis.kr/statHtml/statHtml.do?orgld=101&tblld=DT_1ZGA92&conn_path
=12

EH%‘;Xﬂ Aol ayh= B3t 3 A ko] SRS A E A
2t AAA F-6718 FashE| Azl Aol Tt Alo]H F

o] ko 2 8-2517] A& £3] 2016E 29 YA 4L 78
AlFo A F 95,1005 F& FA-S &5ttt 8, 1005 E2o]
E3to] A A A ARl SWIFTE s oto] TR E Ala= B33 A 24
gk AlolH 7Y AEAEE dEl= 8T AU

ojuf i B E32 5ot E HAE A7 EH Y T8 AFOE Attt vl
Aol YAIA = F3t A sjA AE0] Aol FA= B3l 20164 1509 &
ol A E7Fato] 2018l 5912,2309 &, 2022W = 1695,050% 2
(€ 223009 9)9] 7133t & %ﬁt}i 1ot ol Aldsl AAA A g
S 73k 389 D219 oF 43%° S5t & o] t}.65 F3to] AlojH| F-4
E3} Ql5hHo] o2 SZ7ka A Ui 2 2021-2022E F23] HotHeS
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9669/1) (A 2023.4.24.).
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V. B3te] xfols] o] et FAIA3 % S| -2 Hhet

1. FAASS o3 et

E3re] Ayt wArd o] digh fQtE Y] tHEAAH AL 7 EH

£ (platform) G9&-Z k= A= 28 ST AtolH F-A o s FAALE] 2]
= = AJE T} ohet Afo]H] ZFQio]

A& 5 Q= A et TR 2.0, 50 =9% 1L QIH.67 T1But
20179 54 1509 7l=2] HFEHE AAAIX E3He] ‘HAzte] e ol &
22 53] Alo|H 3 AZ FAALR] 2] QEH. o] & FEZMAIY] i #ZA Q] AP0 &
A, o|% T = 7+e] thAt A A A7} uiAE = A7 7F = AT

o= F7PY RS 202149 49 U0E TAFIE B 2021 ,(Annual
Threat Assessment 2021)014] 53+2] Afo|H] 5-8& 1|=2] Q1LEje} 7| U
EQT tist f1E o2 Hrioritt.68 202149 69 132 G7 FA3] QoA 2=
e T5AUTS B9l AAdolol tit 55 HAE BAIsHReH, 5
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mmmm Abstract

Evolution of North Korea’s Cyberattack Strategy:
Cyber strategy as a means of earning foreign currency to evade
sanctions against North Korea

Lee, Seungyeol

North Korea's cyber attack is emerging as a security issue in the
international community. Starting in 2009, North Korea's cyber attacks
have evolved from neutralizing the national backbone network and stealing
information to earning foreign currency to evade sanctions against North
Korea since 2016. Accordingly, the international community, including the
United States, believes that North Korea is evading sanctions through
attacks on financial assets and cryptocurrency, and is preparing funds for
nuclear and missile-related developments, and is actively working to
prevent this. Therefore, it is necessary for South Korea and the US
authorities and the international community to identify North Korea's
cyber capabilities and prepare concrete measures to establish
international cooperation and response systems. In addition, the Korean
government needs to enact a cyber-related basic law that can oversee cyber
security-related tasks because the current presidential order, "National
Cyber Security Management Regulations, for the establishment of an
integrated public-private cyber security system has limitations.

Key Words: cyber atrack, DDoS, Lazarus, BlueNorOff, Andarial
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