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Abstract

The Cyber Environment of Neighboring
Countries and the Establishment of Peace

Regime on the Korean Peninsula

Chae, Jae Byung et al.

With the recent change in the situation on the Korean
Peninsula, the need to prepare for the era of peace and
prosperity on the Korean Peninsula has increased through a
comprehensive analysis of the border security situation and the
possibility of border cooperation of neighboring countries on the
Korean Peninsula, and the border cooperation between the two
Koreas, By presenting a new framework for analysis that can
prepare for border security not only through political and military
aspects but also through economic cooperation and exchanges by
expanding the concept of border security, the government needs
to prevent possible conflicts with neighboring countries in
advance that may emerge in the process of reunification and
integration of the Korean Peninsula and create a foundation for
multilateral cooperation for border security, In particular, there
are active discussions on sovereignty, jurisdiction and boundaries

among countries in cyberspace, and the positions of the U S,

12 F#H=0f Ao 2Hynt St kx| 22



Japan, China and Russia, the neighboring powers on the Korean
Peninsula, are intensifying, This is directly related to the issue
of cyber sovereignty that will inevitably be raised in the era of
the fourth industrial revolution, and South Korea is also in urgent
need of an active countermeasure with cyber border disputes in
mind, Therefore, this study presents strategies and tasks for
establishing a peace regime on the Korean Peninsula in cyber
territory by looking at cyber environments, including awareness,
strategies, and international cooperation of the two Koreas, the

U.S., Japan, China and Russia as an extension of border security,

Just as border security is discussed in terms of national
security, cyber security is something that can be discussed in
terms of national security and border security, The discussion on
cyber security at the border security level is that the new
security area, called cyberspace, includes border—like interfaces
in real space and has a correlation with border security, Of
course, the concept of border security in real space cannot be
applied as it is due to the special nature of cyberspace, but in
the extension of the logic that borders are a place where
sovereignty collides with sovereignty, there is also a point of
conflict in cyberspace, so the expansion of the concept of border
security enables discussion of cyber security at the border
security level, In other words, the nature of cyber security
explains the expansion of the concept of border security and the
linkage of cyberspace, while providing the basis for establishing

the concept of border security in cyberspace,

Abstract
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According to the Ministry of Foreign Affairs(ROK), a peace
regime on the Korean Peninsula refers to the establishment of
peace that is solidly secured in legal, institutional and concrete
terms by formally ending the state of war on the Korean
Peninsula among the related countries with the two Koreas lying
at the center, Border security and border cooperation issues can
also be applied in cyberspace, and the neighboring countries’
border security and reunification environment on the Korean
Peninsula are in line with the cyber environment of neighboring
countries and the establishment of a peace regime on the Korean
Peninsula, Accordingly, the cyber peace regime on the Korean
Peninsula is approached in terms of part or extension of the
peace regime on the Korean Peninsula, which is currently under
discussion, In other words, it means a security regime at the
level of cyberspace for a peace regime on the Korean Peninsula,
Thus, the cyber peace regime on the Korean Peninsula consists
of domestic and international legal and institutional devices and
governance that form a cyber security regime guaranteeing peace
on the Korean Peninsula in cyberspace, In particular, the focus
will be on the international cooperation and the formation of
international norms for the establishment of governance in

cyberspace

To discuss cyber security in terms of border security, we
reviewed the changed strategies and policies in cyberspace,
focusing on the two Koreas and neighboring countries of the

Korean Peninsula, A common element of neighboring countries’

FEIZO| Afo|H HEut St HeldiE 2=



cyber security policies is that they are developing cooperation
systems among related agencies because they cannot be afforded
by a single ministry at a time when cyber security has emerged
as a national security priority, Second, it wants to secure
deterrence and safety by strengthening its defense capabilities
through the development of cyber technologies, Third, given the
private sector’s share of cyberspace, the private—government
partnership, which encompasses businesses, civil society,
technicians and scholars, is laying the foundation for all policy
decisions, Fourth, all countries are focusing on strengthening
international cooperation, Accordingly, South Korea will have to
use its cyber security strategy as a way to secure safety in
cyberspace, secure deterrence against cyber attacks, create a
cyber security base for successful implementation of information
security policies, and expand international cyber cooperation

networks,

Finally, it proposed a cyber peace regime on the Korean
Peninsula and presented strategies and tasks for cooperation in
cyber security on the Korean Peninsula by responding to changes
in neighboring countries’ cyber security policies to build it. In the
process, to establish new norms and policies against competition,
it also proposed policy measures on establishing peaceful norms
to resolve crises and conflicts based on expanding unstable
cyberspace, The basic strategy was to form a cyber security
international cooperation network, establish leadership and

launch cyber attacks through various cooperation with the

Abstract

15



international community for the cyber peace regime on the
Korean Peninsula, issue illegal acts by countries that carry out
cyber attacks as a joint issue of the international community, and
to induce widespread international sanctions through diplomatic,
military and economic cooperation, In order to strengthen
international cyber security partnership, the government should
seek diverse cooperation measures with the international
community, including other countries and international
organizations, strengthen international cooperation between
multilateral and bilateral countries, such as the U,S,, Japan, China
and Russia to secure deterrence against cyber attacks, play a
role as a cyber leader in the late—start countries, and support
the establishment of neutral and universal international cyber

security norms,

Keywords: Cyber environment, Cyber security, Border security,
Peace regime on the Korean Peninsula, Cyber peace

regime on the Korean Peninsula
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Ax AMEBL o] g3 AR WA A WAE S0l A B

Aot} 3) T3 ‘EA A 7| EA A3 (International Telecommunicat
ion Union: ITU) o] w21, Ato]Hg7ke AUl - HFE U ES
- A7) EAl A - A o2 A AAF W ARAR Aol
th 4 a7t ApolHgrhe &4 Aokt WAglo]l UEY A
TEE 7] Fxtolth FHRl, ARl =7t Adutol] AAE HH Ql=
gfel AA| Aol AMREH= e RS AT

Zt =7} 5 F A7 G5 Aol H T A Yol A Bl AtolH &
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=84 7 Z3sko /\Pol‘ﬂ%ﬂii o AA| sh= wAI7F
A71E et S AloH{ ko) ti4fo] ot JHFAY
s34 e = o] oy Y E 439} BEEA A2E, aea
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2) White House, “Cyberspace Policy Review,” 2011, <https://obamawhitehouse. arc
hives, gov/assets/documents/Cyberspace Policy Review final pdf) (Accessed Apr
i1 3, 2013), p. 1.

3) Michael N, Schmitt (ed,), 7Tallinn Manual on the International Law Applicable
to Cyber Wartare.: prepared by the International Group of Experts at the
invitation of the NATO Cooperative Defence Centre of Excellence (Cambridge:
Cambridge University Press, 2013), p. 258,

4) ITU, “National Cybersecurity Strategy Guide,” 2011, <http://www.itu,int/ITU—
D/cyb/cybersecurity/docs/ITUNationalCybersecurityStrategyGuide, pdf) (Access
ed October 11, 2019), p. 5.
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14) A, “FAES 2 S TEA =g, 43 23 (2004), pp.
59~60.

15) Richard N, Haas, ‘Paradigm Lost,” Foreign Affairs, vol. 74, no. 1 (1995), pp.
43~58,
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16) Carolyn M, Stephenson, ‘New Approaches to International Peacemaking in the
Post—Cold War World,” in Peace & World Security Studies: A Curriculum
Guide, ed, Michael T, Klare (Boulder: Lynne Rienner Publisher, 1994), p. 18,

17) Kanti Baipai, “The Idea of Human Security,” International Studies, vol, 40, no, 3
(2003), p. 223,

18) Robert Mandel, The Changing Face of National Security. A Conceptual Analysis
(Connecticut: Greenwood Press, 1994), pp. 18~19,

19) A, “=AE S AR g p. 60.
20) Barry Buzan, People, States, and Fear. An Agenda for International Security

Studies in the Post—Cold War Era (Colorado: Lynne Rienner Publisher, 1991),
p. 363.
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(European Union: EU)9] &&d-2 =4 7Ide =42 QVHQ} =
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o ZN Thsh AR AR AFE 2TER OP@FL
50| AskL Q= 0] AE A Aol el aLvlskA F
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N2-& =2F ‘519 $=(One China Policy)' & HigtH = Z} =9]

22) Joseph S. Nye Jr., “Power and National Security in Cyberspace,” in Americas
Cyber Future. Security and Prosperity in the Information Age, vol, 1l ed,
Kristin M, Lord (Washington D.C.: Center for a New American Security,
2011), p. 9.
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23) Joseph A, Camilleri and Jim Falk, The End of Sovereignty? (Aldershot:
Edward Elgar, 1992), p. 12.

24) Jens Bartelson, Genealogy of Sovereignty (Cambridge: Cambridge University
Press, 1995), pp. 53~87.

25) Stephen D, Krasner, Sovereignty. Organized Hypocrisy (Princeton: Princeton
University Press, 1999), pp. 3~10.
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26) Walter C, Opello and Stephen J, Rosow, The Nation—State and Global Order.
A Historical Introduction to Contemporary Politics (Boulder, CO: Rienner,
1999), pp. 1~13,

27) Samuel J, Barkin and Bruce Cronin, “The State and the Nation: Changing
Norms and the Rules of Sovereignty,” International Organization, vol, 48, no.
1 (1994) p. 108; Thomas J, Biersteker and Cynthia Weber, eds.,, State
Sovereignty as Social Construct (Cambridge: Cambridge University Press,
1996), p. 11
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28) Charles Tilly, Coercion, Capital and European States AD 990—1900 (Oxford:
Basil Blackwell, 1990). pp. 20~28,

29) Stephen D, Krasner, Sovereignty. Organized Hypocrisy, pp. 8~10,

30) J. G. Ruggie, “Territoriality and Beyond: Problematizing Modernity in
International Relations,” International Organization, vol, 47, no, 2 (1993).
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Relations,” Review of International Studies, vol, 24, no. 3 (1998); Claire
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34) AR, “rREAo| wsle} Aoluleli” pp. 180~181.
3) 9 2, p. 184

36) ENISA, National Cyber Security Strategies. Setting the course for national
efforts to strengthen security in cyberspace (Heraklion: ENISA, 2012), p. 5.

37) A, "R wistel AtolHPR " p, 185,
38) A, “=AE ST LA oS p. 185.
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39) $19] &, p. 185,
40) 919l 2, p. 185,
41) $19] 2, p. 185,
42) 919] 2, p. 186,
43) 919] =, p. 186,
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46) =7PEY - vl -S4 Y] AR, T2018 SRR T EA,

I, AfoleZ?hnt st

49



2oL 2 AR QlEYl 7ake] §3t7]Eo] 7H - o= - SOl 7]
HEAE SOl BEERA AfelsFite]l tidt f1Fo] A Fite=
oJoJ AL Rl

AA, ol tig Al o] H2Ado] S7IskaL itk ArolH]
@] FA= Aot AT HF - HlE] T = 2Eja F
Zoll= =7F A o2 S Eal Qluk, ol= T Aol EE
o] VWHH - FHHENM A& of7|e} 7|HEAIA wly] - 1))

S ArelHEE Y] FEj2 vorbe A dWA-Eshal gl

A, g2 AtolHg7dol tidt 348 =7kt AFdollAl &
StaL Qlek, 2 =7k ZF AR - AA - AR B AlolH 3402
ojojA|aL glom, ejAlore] -Aztolut HoflA Hizo] Eel4
2 Aol Aol A4S sk A7 EAgskaL ok, E3E, =
7hHEEA 5o YR Aol FAOR QIRh w3 et 4
ZH7go] gtdfjE o} =7ietke] tigt P2 tiFEaL Qlek, whebA]
Atole|ggholl thet QtE e F7IgkE e S o R QlAs)
Aom, ApoIHEA A H7IQEE Ao A t-gstal Qlek

oH

ol
=

(2) Afolw-571] g7

3 2018 UN(ZA| A%}, United Nations) o] A= b
A4 391eF Lakel Foix|4= 19, 20179 A7 5A A% ICT(
HEX7]%, Information and Communication Technology) &4
A= 2915 A BhE & 8 FESAA G AlA 2118 s
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47) T HBITY, 12018 ST EBRHA, p, 308
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(2014) 5°] 9L

53) m]=-o] Alold| YAl e EAE o] I (Crowdstrike)= 72019 22H 9|7
H11(2019 Global Threat Report)s oAl £3ke] Alo]¥]5-4 FElo] gA|ofo] o]o]
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54) ‘S 3|7 W 2o 50009--417] B u|=," FFekdE,, 2013.3.25., <https:
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Internet Security Threat Report 2015 (Tempe: Symantec, 2013), p. 8.

55) A, A LS LA S, p. 180.
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HE QHT 5 Q7] YRoltt, T 13 Ao Aok WA ¥
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Aol A A7 So] BT WIFT] SHE ke of
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233) 775, "ok AtoletE ekl tigt 13" (20179 g Al 2|5 e
st&3l9] ARA, 2017), p. 2.

234) A A, Al HEY A FF 9 B3R A" Aol Qhuo] AAI R}
HaEd Ak 2E W (He gEolzidn|, 2018), p. 307,

235) Julien Nocetti, “Contest and conquest: Russia and global internet governance,”
International Affairs, vol, 91, no, 1 (2015), p. 116,
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Aol &xof It g & Z"H(Conceptual Views Regarding the
Activities of the Armed Forces of the Russian Federation in
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Ao 27 e 7]1E YA (Basic Principles for State Policy of
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AE AkstA E dolle ® 7 olf7F =, 20109 25F <
EjUls & RHR AI9)7F bkt WAl 8913t HE o
NE2e- JRFA7]E0] CISHEe| 222 Ha7} 2Alotol] =8 9
H Q4T QAF7] wjiolt}, 20140+ 7lQ) B2 19 st HE
of Aot=| =t MY 3,0007 ool WEshs 22 1e T4 4
H7|& vjagdee]=e] ntjo] He| Wl S5soF sh, =3 &
2AY AN FE F7NE skttt o] Qo= #AfoteflA &
= &4 vyo] gIA|ESL] AHE 2lAloto] AX] &2 o35

FHZO| A0 20t Bt

159



160

of stu] 22 679 B RE AGALY ol Hud S o

shslgic 220 20144l 129 WS (Aol 2AF S oA

L olefah Q14o] A e

e di WS e s 04
Aepol

< 3
ARl F7IEEeL APl A Fa gk Kol XA sk ¢l
o}, B4 w7t R BAS AA A FAM B0 R ARGk
AL ddi=e] A} JEH SRS SRl FAHES Hure
oflzl HA|HIte}t QIR E sk A9t Fxgt Aot 237
2016 oll= 7]=9] vt HlgHo] /= HA 23t SNS7F w7
T AlE 9 H e F8E = e HS IAR AobolA

Y= B SNSY| UF sl ARE Aol AlEstete A HE
‘3T4—F7 9} '375-F7Z & FIHAIH T o]¢} -2 a0 € 1go]
HhdsiAt JH= dYy o] ARE-S FHAIF 0, ofalE(Amazon)
7} EFH(Google) 5 IP 4 18005t 7S Aptstgich 1 Ayl of g
YAt ES] o] SehE AL 22kl 2 of upn] AlRj7} 27| %= §f
Ak g QAR B W{EE 255HA] Gt olRE "2
Z9l(LinkedIn)o] 2249 SNS 5 %502 gA|olojA] $HA3] et
7] = 3Fic) 238) T2 & Wy AlgHEoE EE(Information
Security Doctrine) o] A= o| Xt} ¢ W33l 9]7]9)AlS =ajdict
), ALE] AA|, FE)e 9 s 5 FEQlxzetel digh 41t
a7 Sehstar Qlo] gjAjote] =S ofgfelal, YJEREZS &

shel A2 ALBlA Qg e Askska qlek 3 A&t Hlofck 29

236) AW, ¢ Elj\(RU»Net)—"]' FrefAlob-Hl(Burasia—Net): FgolAlopo A 2] glAJo} ¢l
Ele] 9RF” TEAAT, 427 2% (2018), p. 357,

237) AU, BAJofe] AQkR 0|4 TeJAlAls, 2017.12.6., (https://www,yeosijae, org/
posts/356) (FHAMY: 2019.9.10.).

238) AlHZ “ZUI(RuNet) T} F-efAlof-dl(Eurasia—Net): FAolAJotof| A o] #Alo} ¢l
EHe] $144," pp. 357~358.
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glAjore] QlAa dRie] R A2 mF FA] SAIARR] A A
Az Aol FA(HEHOR AU AR O] LA - <
2 AT dgeto = 1 mbalido] gobxl AoA 7]elsirkaL
b= gleh o] wiiel 2jAloks AfolHRtR Y] A SHS Fx
st AR o2k Hd 2= Srfiste] ARSIt o] | el
R, Heb 7Rk A, AR, SAlekR) Aol Al
el %“éh BEALE Aste} ZRuphy) w240
7122 AFA QL WA Aol AtolHggkofl A o] 9171943} A7}
stof Az e o] dAglao] FAHE Aoleha & 4 glrh. A=,
AroleEztol A RO A{FRE §5 & FEshe AT AT
E FU L Fxshe Aot S AtolHE Rl A 2AE A

X

=7 HidS & el fle A9l flolzt & Aot 240

molr

L. AtO[QtE M=k 5 = TIR|A

B Aloke] Ao Hohie X - AFFAIA|Q] KT Z 7ok ]
23 Aok FAL Ak lrk, BAoks 7|E 0% n]stuk
A=7)e] AlolMFZHE B3t ZHA9) 71, Al o] Bhato] |

0
9, AL, Gl 7123 o] Fol X3 QIek AbMo] S 2
o

oz

Ith, 2011E 0]=F CIAZF AEE EHOZ 3 ‘AL E AR
vl ARele Be 2ol WAL Yokl =g
Ak sgjof WIS FhalA) Hek, ol2jat Amekn MRS 20154
129 3190 W 2o} rjokw dete] WA o Sajit 9r},

S deke Svlohs B2 SR £47] Aepyele xuow

ki

o[o ftljo

U7FE, Tejalore] AloluiQbi Xgko| tigl 12y, pp. 3~4,
A, Catolw ok O] F7FMEF 2 05, p. 318,
241) A2l “gjA]oto] Alo|uiob gk F&alushy, #3238 15 (2017), pp. 147~148,
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Stolofe st Qlekm Eeh, %, “gRe) A2 ol A
ARNE, WFEY 25, AELF o), A PAE - 2e A
71 BES) HREN FHIZY ol §, FAFRIAY BE, FA

=
A, AN As), AEQbR wet =7k 3 AEF vtEv 4 A3,

1=]
AT BES T AEFLA 9] F7F FARAL o2k Q1A

ez 9 Fuze) guolsele] gt T G Yo U F
2, An - el de 2ea YA AsEe op), ot it 9
% dgol Wy wrw, #aolel HEIHA B, A HR

W FSAIE BEE) AR71ES olgstel ol R e &

Y YE 2o S flEske A9 so= sk St

sha 3408 Bfgte A +YsHa o|o] ukeh Afo]uein
2 4E5H ALSE TES Uk (1Y V-1 HAjofe] Aol
BlokR. A Aloleh, thEW M4 AW eN(Federal Security
Service: FSB)o 4] RIQk 7al 73 27 Alofahal 9lge B

olEt. FE AEe AFRAE o] oAl= AelHItE F

249) PRS- UAHE- AAH, “HRENS B eklofe] b 9 B TRy A
F7t Apoluieh oz k) 2a ARE FHOR, AANGAT R, A6H
9% (2018), p. 148,
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(2™ IV-7) 2AIOL2] A{O[HQIE F=EI||AH[244)

&3
2y AYHOHT FSB e b g TEEY
e || 27140 | | Ausy
HUHR | metdie | | wus || HE= k-3
T IsC ZHER FAPSI
|
| | | ‘
uEE || 93 Y8 | | zuEs
CA M i A2
fgs || Mu23 || 8" | | SORM-2

o]

m\l
[o

2 v 7ol A BAJof= Aol Ato]HH (Cyber Warfare)t=
E%ﬂ_(lnformation Warfare)o]gt= 7@ ARg-shy U
AL Qlek245) 201449 54, #Alok= o AR EAAA
SJ5k Apolual AT hel AHE AHHMLE, Aol Hrje)
ok Sh2 91l thal elxlof HRot A Wol ) 4
oftt Aol TAA Aoz AT AL A
249) ols Lol Abo]BIB7IAS] ERACl A2k St
38 SPATKE X9 EHol/E S, el Aofe] Aol
S S AtolH GAolA oF #35 S AlAgtsta

ESRSHTE A AR SR Qlek BjAok= AfelH gt A A

i)

ox,
B
flo o

o

f
0,

o
> o

> rlo
P

o
oy

o

=

ok
Wi .]E _ﬁ
DN

X oj
~d

H

244) 74N, “AIA Far0] Alold] R AR vl A7pdERRES] A7 p, 89, (1H
HE AL

245) BAlo= AFEUEY T 2 (computer network operations), A& (electronic
warfare), 48] (psychological operations), X2 (information operations)
o7 AE 2T AR H(information warfare) 7| @S2 it ZA74E ‘Y
Alore] Atojuiob Hekol oigt " p, 3,

246) A4 “gAJoto] AfoHetR k" pp, 154~158,
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ARy Adgt 49 ‘stolRE= %ﬂ%‘-ﬂ(Hybrid
Warfare) & 5233t Zlo|t}, Aot A28 Fejo] HAe AT
A w7t HolA YEdhs BEE o= Ak 28 W 4 3l
o} 2008 89, gAJofel A|of 7t FA- AbolH] 7|2 AR
AERFO B FARA FAF AtolH o] ARl 2|29 Atgo]

ZAoFo] 9 eAJote] ozt FEFA o] Q17| oM FE, 17
I oF= X A A AR o] AFY Fol' FAlol = AtolHEgtof A 2]
A F4YPL(DDoS)E HIES T4 Wall, ARFZ, YAIE ¥

5o] KFYE AT} 247) 2 A[o}o] AfoH FHLE H|x 5 AW=7}
S oE AAR gk, Eebledt JE A Ao

=
2 HHAZ} 5k T olnl e o R e A

&

o=z ¢
217 Qle.240) ejAlobis A AAH 02 AA - QA Ale] Aol
W SES H3MoR Wileli ks WIS v gew, Bl
o} B]X YA Y|E L= (Russia Business Network: RBN) = H]A
2R, ofRH) AANGE RO g Aoy 5L 7}

sfahan 9l

aut, gAlore] Atoly] Sgof tisl Aupe] A Byl o]9k=
& oz} ITUA SR AAAI]HeHX|4Global Cybersecurity
Index, (& IV-8))'o w2, 2018 Aot} Alo]H ke A
26912 AIA 29190 vl B A2 A,

247) 400, “Au M 2 B21o) bl oluishatel Ak 9 o
2o 3t 189 dhll;, pp, 127~128,

248) 0] Apo]u| Wa/elelol BT A elo] 4sstol maE ) vl elxloprt 2
E2u7) O AL o2 FWsH: Aolehs BrkE ook AwA), el Alote] Aol
HQtE H=E” p. 140,
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(E IV-8) 2018 ITU MIAIALO|H Q= X|2~(Global Cybersecurity Index)249)

2 | 1wy e oz | 2w | ad
X 25

o= 0.926 0.2 0.184 0.2 0.191 0.151 2

2Alot | 0836 | 0.197 | 0.162 | 0.177 | 0166 | 0.135 26

Zx: 2018 22 AMO|H AF2IE| QIEIA” (hitps: //www.ituint/dms_pub/itu—d/opb/str/D—
STR-GCL.01-2018-PDF—E.pdf) (ZAM: 2019.10.1.). & XXt &N,

2 N

C}. AOJH 2H|&

Aok 7Aoo g Afo]HtE e} It SAIFH Y] o
O R Farg AAskaL itk ol #Alof HA] St npb A R
ARSI A 7L ko] FEo el ofet w7 A& v g7t
< star Q7] wjiEolth (& IV-9)

249) =12 087302 A|A 159, B3H2 002022 AA 1719, ¥HH F=1-2 0.8282
AlA 2795 71Z3c} 1TU, Global Cybersecurity Index, 2018, <https://www.itu,
int/dms_pub/itu—d/opb/str/D—STR—GCI,01-2018—PDF-E, pdf) (FAAY: 2019,
10.18.).
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(E V-9) 2{A|OL2} AEIZ7} H|250)

2lAlot B4 SCO ZIY 0= A Mgt g
o XRER Feut HEo
HeE/ Aojbf | HET BT HE XA 5 = |XIRE BAIGIH H2 XAt of
ot e | 7Iote U= L HEEAYHIAT HEYT
Holl| 2=
4 A% | - o —
xgoizy | B2 EIRt B0l BAK A | QUEI XIR. ZH B2
AE A T S
pS|=yNs( IS JHE oy My
osiolal | A :oHl r—lﬁ ol Al I' oo A xkel 2719t Zvtore xt
EelA | S2 imby, 1Y A £ 2o 952 12
oF 22 XE0M =9 7ks BT TiEE T
=7t 9 | H2I30IMS =7t FH x| ZE37H0] Cher DIZHe] sk A%
qE37H , .
SHAl HE2H(Information Security) Xe-A(Autonomy)
Frame |27} &4lF9 Z=7159] / CHEO [ AR

=gzl ot 71z 2H 2
e | 2R olelo] M2 T | 71E 2Ha ZrT K8 Jks

o = o

2 AOHEO F2d Si3t} 51| ZX|OHE9L UN GGE HIOHE &4
oz’ fga%&ﬂo% 2y K263 M55(2014), p.33; AlHAI2017), Qo] 2 p. 1642

2 Aok SCo 2] dglow Afojuehie] gt ok,
@A), =7} o5t ZATo] Tt Akl HEo A Ak}
Sal oh2 BEE AL olrk. metd, ARSI F2S 9
AJEE SCO 7} ojelo] B2l Welo] o)X S Fohry] FE Aol
ApAlo]t, o] Wgo] ng FAo® sl ARSI i T
=2 FAsks o] oA Pt A Sw ek, AAR, Ao}
L 27} FAE BOIA, AfoluEte] Aget Huo] Agne &
29 el ul3e] mel gl nto] e 2rlE AR

250) ATE - ), “FA| Aoluluet Wel @} ol FAQHR} UN GGE ALFE
ZAog” TQEE"]HJ%—@Z‘HJ A26d A53 (2014), p. 33; A4, ‘g
Apoluieh. Ak p 1645 Az,
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AZIAL g ARale] Al A 7HA 2 T8 s AMgete =
o Mol Yot 250 20134 Wy HAJope] FEtR o B
g A Q] FAAZAQ] 20209 FAFEBE FA 7] 247

ANAE= Aol AE S =7F FH B B2 S Msliske B9
2, AEUAE RA4S FEe Adfste FH=TEH HEES 2AS
© ACR pAstaLl It} 252) w|so] Al A ARl A o] A
ol# Y9 F2|2 HAotoll Y] He AEoletal Hil F=ke]
AHE 3l vi=e A =2= AFskL Ak

F Ut HE FdorAlor A ollA e =RE] YA &
gl "o, SEolE Adsior & Uk 9L, 1]
AT =7 dEEe HAaselEe 359 olYe
th.209) &2, 2Alore] o] B2 Hime HEfH]l PHE &
H, 22 9
AIE‘SPE Uth= A E3t %‘—&3}741 E—ﬁéﬁ% & Aol FHAok=

FFde 7 =7iete] gEe Al As) sE=ad

(CIS), Zdstel@ e 7]7H(SCO), Yt £oF7|4H(CSTO) & F-24]
A =7F A A7 el A2 At bR i WHAIAE 551
3t} OSTO Z7Fel= ARoke 27 A o 128 93t A =
ZRIOHS AYstaL ey, EF, HYA(BRICS) w7l SAI AR
PE HJE 3haL, SCO w7teks gobe Aldshe 5 Aol 99
oA A= HEW ABY FAY 17 2AIE w=elsh AR b
deles A5 gstal Qlvk deE=, 2Aloke 20159 2

-

ot

251) Julien Nocetti, “Contest and conquest: Russia and gloabal internet governance,”
international affairs, vol, 91, no, 1 (2015), p, 115,

252) ZAP, WY A B2 BYAHL AolH ehuie] AAGAS B HE
A 2= W, p. 346,

258) 221, “ato] §el7|TSCO)E Fate] £ eixlotet 35t ) ¢ Halofe] Seiel
oS, ARSIl %, 18 (2010, p, 14,
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BRICS 9 SOC AAI3|oJoA =AAEHESFHOKConvention on
International Information Security)= A9t 1L, o] & t] HY
£ Wl SULEYITOSCE oPHIREA oleke EH (ARF) )
Koluiete Pl Felo|E HAxow ofali ik
SRR, BAjob= SHEFOF] =T UN GGES| A, ITUS| o
o deks Axst, 9 2(COE)Y YE 1ts) AtolH W9
SAIE|(CCDCOE) 7} FEdh= FOF|AE Aol WA of) gl
7ol thaf A= HHshal Qlet, o] A H Abo]H{ b g oA u]
=2 gAlE AEAFE ] W 2Alole] Yt wte Aol
7} 9ho] @elo] olo1x17] 4] e Foltk. B4, 20164, NATO
7h Aol kS EARG 0% Qlalgo] tet BlAlokk 202047}
A FY(RuNeto] AlA ezt wEE Rolekn Ml
(RuNet 2020), o] Alo|uj} g rmeko] dgt de) FAAL3I7} 2
Sobels ApolAfelA ulAAe] ARt He AR
th239) o] Zhe AL 2l Lxelele] AAS WLkEv w4}
A 250 WA 4 AUtk S WolEt, A, Alo]uE o]
Bt o=to] Q14] Aolv) HARA] o o4, BiAjote} AEILE
siol dRe wlue 4R Gz Aol AW,

%

lo

2} St ol Ch3t &to)

e Alols H2e gl tat 27k Ae) Q14 F5et 3
Weki BRe B8 AR Fol2 Iejse] Siet e 7
Ashgiet, eAlobs At oju] Atolulebh @ o8l % A5

254) A4, “elx|ote] Afoluiot ek, pp. 161~162,

255) Mari Ristolainen, ‘Should ‘RuNet 2020'Be Taken Seriously? Contradictory
Views about Cyber Security Between Russia and the West,” Journal of
information wartfare, vol, 16, no, 4 (2017), p. 8.
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o}, ApolHgRre 7]8]0] FrkolAt FAlel A2 919
q SAFEL olo] AFH o T3 itk Aolwgrre
R AGEE WA fE AUE HsEHA B AREAE
=]
n

=
o 87, % 7144 Aol A WG Blelth, Ty 7%
Zom Frel QPgAol FEX] e AlgelA eREiE ] 4

Flo] F7kekne] FA 1A E AllSo] wAsL gk, o
of A o] & Agpo] T AIS L theL mhaAsta Qe et
A, BlAlobe AMEbETHE ThE AR 20 s
ARFNE ARA O R Fagt FFORE QIAF L, o] 2
Bt TGS FHOR Alo|H B ANE FEH
shela AEsta girh, BE, o] 2 WRe| oEl Ao ehut
B2 Foe A 913t Aol

B Aok Abolig7ke] Zdel W ISl ekl S5 A
FHoR WA W AR W A ZANAS T2 Yk 2

Al 7k Apol ol HRAEEW 47 o|F BAHOR AolHer

o 74515 20k 9 T SR E PSS Aol
AL A& S Yok HT 5YZE A B - R Ao
gt 17 AlE Aol nhew gHreale] g Aoyl B2 g
20154 38704 20184 767A L 34 A 20u] o)A 7lrto] =
itk 2% elob} 66102 £ WA Bt Aol TAL &%
X ARAZAP)E 9123] BAT 471 o] eAjote] Folet
S 4 A, HAoFE AXE 9= Ao 9} 43
Helo] Waste} 20 o] 2 Holx tat ejAlobrt A
L el Aol RIS 2 ool ol ek T 214

\
N
N
o
rir
i)
Z
>
|o

o r
fl
4 1>

O1v

2

256) “FEG ek AT A Aol 34 20901, Telery, 2019.108,
<https://www,yna,co kr/view/AKR20191007170900002?input=1195m) (7"*“%1
2019.10.9.).
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oFi= A Aoluehi 37 Bt BFOE T 4 Uk FAS
st o bt eAlobt SAASlete] HelolA] 2k 5
N5 AFE /7S B FATHN AL Aold] P, AHTE
£X)(CBM) W A% ohiere Folsha glek 250 o|elef= gt
o AIHATE F AolH] 40| BT ZAFS BE3te] HA
ofete] AFael Pela HHAFE 53l

£ AL Afo]HFRFO] QAL B 12 7 golo} 3 4

olt.

257) QLR A32; -2 ApoHFEH O3] 7F], 2019.2.1., <https://www, mofa, go,
kr/www/brd/m_4080/view do?seq=368978) (AMY: 2019.9.28.).
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EYE i Sof mlate] Abouekn e oujut YR A
Awch YN FAHQ AL Bolw glek EH2 Ael7} 20184
2 " S HERIA o Ato]d 7|2 5o di4) 7Rt
AEE BASHE Yo talAs S/hekR o) 4 5|2 o
.9_‘8]‘.‘:_ H
[€) 1 O

PR = AESHth= W&ol Rt Aol ol2f3t ¥
A QL AfolH AL 2To] AR =S oA = Sels) & 4= 9l
th NSA =702} Afo]HARY F(USCYBERCOM) AR #Ql & Y7t
Z~Y|(Paul Nakasone)+= 2019 49 €d o] Lol A b|=+ ]
W 107E A=9] Afolw] Aol sl F7] = AIRE, B HstA|
oke Aolata AFel9 T, 6Y 232 0|=o] NBC W&o /3%
= W59 TS ¢1&ste] nj=rof Atod Rz} A=

=

o
=
e s 34e st glom, A2 WA ddks &

Y

A
(o]

v

EdE AR 24 24 B oujup AR
81 5ok Wb o B AAS SAPSS AL o]2fd Apo]
7ol Afo|BALEHUSCYBERCOM)
7} 2018¢ FRAHEE ST AT} 20196 B, F3, Aot 5
Apoluieh o] gt =7hE wE e 15 Aloluighn
o] AAE ATHE KA oS Aolct
S@) w3 HELoRRE 0] Aol o] 8 Aol 9130l
ol9IEl AI71S At Hitoli F3, HAlokRRE Q] Ao]r] FZo]

258) 7417, "ol Alol® e ‘4T B2 2] S B o] evlol Wa s}
ol " T AEgo); 2019.6.24., <http://www.news2day.co.kr/130313) (HM
2l: 2019.10.2.).
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3 ZAsHE A= olo} e wetol A Aat 4 9l Aol
7ko] Alyzio] g@7]xlo] obd A7 MR 214)7] Ul 28 OF
HAE BeichE A Fe Aol Wagt Aklo] ohd A
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= 419l Zlolt}, o] QI3 WE 7k UE FEo| W
sha W n] B3t Fo) LA|He] WAL ik 260 o]efat
AEe ANATA ol M sabelle] AA A Aol ot

gl

o o= AL, PR f B AT} HARE ZA
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