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> Abstract <

Innovation of Science and Technology and North
Korea’s Asymmetric Threat: Rise of Cyber
Warfare and Unmanned Aerial Vehicle

Chung, Kuyoun et al.

This research investigates the evolving nature of North
Korea's asymmetric threats, particularly with reference to
cyber warfare and unmanned aerial vehicles. For decades,
strategic asymmetry has been nested within the North Korea's
state system and military strategies. Besides, recent economic
sanctions against North Korea as well as asymmetries of
military posture between two Koreas have forced North Korea
to rely on asymmetric threats not only to raise the tension on
the Korean peninsula in an attempt to sustain its regime
survival, but also to conduct coercive diplomacy against South
Korea.

Furthermore, the speed of technological diffusion and the
existence of stability-instability paradox provide a permissive
condition in which North Korea further relies on asymmetric
threats. In addition, the policy of ‘chum-dan-dol-pa(in Korean),’
which indicates the policy of technological innovation since
Kim Jung-il's reign, is spearheading a science and technology-
oriented policy that is conducive to develop asymmetrical
threats in the military domain.

Against this backdrop, North Korea's cyber warfare
capability has been elevated to attack the US and South Korea
already, manipulating the nature of anonymous cyberspace.
And North Korea's drone, or unmanned aerial vehicles, has
been miniaturized in a short period of time and now circulating

X



along the DMZ area. In responding to technological innovation,
this research provides policy suggestions for the government
side as well as civilian-government joint effort to curve the
asymmetric threats from North Korea.

Keywords: North Korea, Asymmetric Threat, Drone, Cyber Warfare
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1. WAl At 71 A7

H ) A (asymmetry)°]T LrIA 02 25480 Fole= F Y
AEo] Adato] tigt A A5 Holr] ¢sf o]8E & U= FY
A5 7+9] EA3E AJo|F oJulgitt ) o|uj9] Xjol7} w KAl W}
7}, 283 o#st i}°]7} A *é‘i%ﬂ‘?oﬂ Z3Eo 2 YER=

7H‘§Z—1 ﬂﬁol A2 = %lt}. 1"1151 oj2{3t vt /gol =t
ol YAEA olF AFA TAE 9912 HHT Y wFo|
o8} FEHoR o|BolA g}

ARH o uth Aol WSS FA A B4, Tel %
At AL E ol loiA o] AxKdisparity)E Julsto] HiA =
T} QkAT 71 tlokst ejo] ZHAXE A Ao} E3t = o LA

" Steven Metz and Douglas V. Johnson, II, Asymmetry and U.S. Military
Strategy: Definition, Background, and Strategic Concepts (Carlisle, Pennsylvania:
Strategic Studies Institute, U.S. Army War College, 2001), p. 1

2 Ekaterina Stepanova, 7errorism in Asymmetrical Conflict: Ideological and
Structural Aspects, SIPRI Research Report No. 23 (Oxford: Oxford
University Press, 2008), pp. 14~15.
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= AHEARl A YLAS Aok Hlole AREo] Sttt Oﬂi’ﬂtﬁ
Aie] F58 -0l di-est7] #I%t AdsmAIE o] ARE-= HIT
Z WA (asymmetric engagement) ©|2tal A5k E Ho|tt.
o|e} Z-Z H|thAH wAo] thet AF2 19959 H|=9| tEue
(Doctrine for Joint Operation)°] F%& 54 o™ 3 1995 n]=+
Z7HEAFZH(National Military Strategy) EilAlE o|HTh & ¢ 11
Qe W EleEE g7 ARSI, A E A (information
warfare) GA] H|tiA2 o] EEcky gl vf k4 0% 1997
o= RO T4d IHHEE B 114 (Quadrennial Defense
Review)s, 19994 vl gxto] HHS RpEHAFAE: HA] et
Bt A4 HZ(Joint Strategic Review: Asymmetric Approach to
Warfare)) SollA] =2 1o]o] H|thA/d 2} H|th A (asymmetrical
warfare)ol] et o] 841 - F & 2] =25 7I7S ¥ 9lo™, 20008 &
7He o]=9] s H]A 2020 (Joint Vision)s o4& ©|=o| THSH
7P Al HI A 02 A A Y SErANdE AE3Th a3t
nj=2 o]2fjt A#9] BAE Bl vl A Mg 945 st
7] 9t A=9] v 34 AFH 754, S B AES A
o, E3t g w7 Bl Q
FRIAE A8 ol= &
7} B ml=o] gt FE e 9 %5}9}5 2| A E]o] Q17] wzolct.
9

3 John M. Shalikashvili, “Doctrine for Joint Operations(Joint Pub 3-0),”
(Chairman of the Joint Chiefs of Staff, February 1, 1995), p. 1I-10.

9John M. Shalikashvili, “National Military Strategy,” (Chairman of the Joint Chiefs
of Staff, February 1995), p. 19.
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Stephen Blank, Rerhinking Asymmem’c Threats (Carlisle, Pennsylvania:
Strategic Studies Institute, U.S. Army War College, 2003), pp. 1~2.

? Metz and Johnson II, Asymmetry and U.S. Military Strategy: Definition,
Background, and Strategic Concepts, pp. 9~12.
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2 Rod Thornton, Asymmetric Warfare (Malden, Massachusetts: Polity Press, 2007),
pp. 53~77.

2 William Lind et al., “The Changing Face of War: Into the Fourth
Generation,” Marine Corp Gazette, vol. 73 (October 1989); Altulio J.
Bschevarria, 1, Fourth Generation Warfare and other Myths (Carlisle,
Pennsylvania: Strategic Studies Institute, U.S. Army War College, 2005), pp. 1~21.
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20 U.S. Department of Defense, Quadrennial Defense Review Report (Washington,
D.C.: U.S. Department of Defense, 2006), pp. 75~82.
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Perspective, SIPRI Research Report No. 20 (New York: Oxford University
Press, 2004), pp. 4~7.
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33) oo ti3lA] Tha Z=. Robert Jervis, “Why Nuclear Superiority Doesn’t Matter,”
Political Science Quarterly, vol. 94, no. 2 (Winter 1997~80), pp. 617~633;
Robert Rauchhaus, “Bvaluating the Nuclear Peace Hypothesis - A
Quantitative Approach,” Journal of Conflict Resolution, vol. 53, no. 2 (April
2009), pp. 258~277.

3) Ajuj Panday, “Stability-Instability Paradox: The Case of Kargil War,” Penn
State Journal of Internatinoal Affairs, vol. 1, no. 1 (Fall 2011), pp. 7~14; Sumit
Ganguly, “Indo-Pakistani Nuclear Issues and the Stability/Instability Paradox,”
Studies in Conflict & Terrorism, vol. 18, no. 5 (1995), pp. 325~3 34.
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Nuclear Weapons. A Debate Renewed, eds. Scott Sagan and Kenneth Waltz
(New York: W. W. Norton, 2003), pp. 3~45.
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Instability Paradox,” Korean Journal of Defense Analysis, vol. 28, no. 2
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and the Second Korean War,” International Studies Quarterly, vol. 47, no. 3
(2003), pp. 301~324; Andrew O’'Neill, “Avoiding Conflict on the Korean
Peninsula - The Case for Preserving the Status Quo,” Australian Quarterly,
vol. 75, Issue 3, pp. 27~31.
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