EUMMAT K29 15 2020
pp. 141~175

58 Aol BlERE 34 AolHieh A
AAGSRINPS FHOE

A2 g

1. Az V. #4437
. o4 uj7 V. =0 9 22
. A7

220

2 O Soto| TR LEH FHERt (policy S TSHOZ ZAH B NS Fol2 Pli=s2
narrative)S 2AACZM SII=0| ZH MO[HRL  AK[SE | 3t AFAS| +EX0| 1] ORI X0 = A
= HME oliifol= YAIZ Ololiol IR BIC}. OIS flcll  &EE, AMO|HtE QMIE HM=XO = E2|L0] X
HASIDS (Narrative Policy Framework)2 018 X 2XO= 0|25|7{Lt 21K O 2 M MA| AL0|HotE
olod, TREANZ, I HIFAM A HETINE AME

=Rl
1S FEol| flet SO = Akgota] ofk| RUCE
TAGICE 24 2, Sei2 AIOHRIE A L lie] 2 Fts S0 AJO|HRIE FAS OsHal| 213t &

= —
TIS2 OIZTHIIAHRIO| 02K TR0 SAaI30. AR G170|T, B S5t0) AJO|BHOHS FI2iof ChSat

B, OIYOR B2l YOS WSS WYL 7| 95t 7IEK2E FBCHs HOW 2ot oick

20| USS AT = ANUCE 0[2f2H SRt M MOl FHIOL: MOIHRIE, ot 2L, LA, FAEst
QI TIAJOH CHR AIZF2 T AlHS| OlHIZ2 712t 2H(NPF)
2 AI01Z 20[R| AT} T, Sok2 ALO[HRHE OfK|

* sty ARE SR s, A1AR}
* Zaete tfsk(University of Colorado, Denver) & tHsFd(School of Public Affairs)
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I. A8

E3to] Afo|H& A (cyber operation)& T 58 7HA| 1L JYth= SA 7}
‘3‘; Ato|H] Ab O B HE] EjUH A 53k

o PIAIZ BAFS rh1 2003 o R Bt Ao g S

A&l A LAY 02 Sh-2 E3t Alo|HZA 9] Hoff Hoj= o= YA
20149 &Y A A(Sony Pictures) Si7 Az30] S0l = ml=iZ 23t A
Aﬂ A7} 53] Ato|HF A GFof Akt TAES 7HA A =90 H4 20174 Y
Azto|(WannaCry) WA o] Are5of| 4] Hol& tif i.2o] Ato]H]g-Z o]

o ujr} 53R 5 Q v e = X Eio} girt. o] P Alo|HZ7tol| 4] B3] Alo|H
AE 7Fs73Y] FAFO = ]Iol HBt AtolH|QtE T A= AAAHA FH9 /‘P
oHF A AF T2 FE7&S FAHOE =9 Fo] & ZHo] it} AH o
Egto] Alo|HF7heE ojw gt Al zbof| A vpetE I 9l o A AfoH Ll"ii%‘oﬂ
gt 259 oo} YA TR ERleH & 2 g & o] 1 w|Zl5tHA o]
=

™

_\1 i 11& >1EL
Mo

2 AF= B ™I oA Fetke] A2 85| S8l B EdE AlS-5h=6
ARSI F(Narrative Policy Framework: NPF)2 0]-8-5l0] 214]7] A1 QbR
A= H 2 APHQIH77} B3t U Fof A oG A HItE A E A AT
4 A AtolHQIE A A o] tet Bitd=o] 1A T} B =5 A3 H 1A} §itt, o
£ Hldl 2 A= o2 F 7 AT Z2ol gokaAl ok AA, Bt

(@)

l

_

" Jun, J., LaFoy, S., & Sohn, E. “North Korea's cyber operations: Strategy and
responses,” Center for Strategies & International Studies, (December, 2015), p. 4.
fEA O 200349 1.25 digh 20099 7.7 H=2 32, 20114 3.4 H=A 34, 20119
PG whH], 20139 3.20 AlojHiEl, 6.25 AtolHHE, 20149 &Y BAHA 517, 2014
| g 89 o7, 20179 Aol fuazte] 34, 20189 BASHY AlolHTA
0] &EA Atk AR W82 (RE2DE A A

E=)y 23

A8 53] Alo|Hioky. Ak} St v[tiA A, BlAEH A5 FAL FeAAT, A29
A A1z (2017), p. 141.

&FE2) #Fa

Shanahan, E. A., Jones, M. D., McBeth, M. K., & Lane, R. R., “An angel on the wind:
How heroic policy narratives shape policy realities,” Policy Studies Journal, vol. 41
no. 3 (2013), p. 453.

AfoH QIR (cybersecurity)i= -§019] B9IY A7t vl thofsict. 2 AL AloHtHE o
S} 0] eleict, Alolalgiol Fiekuet g BEsha B7pelo] Bl o
4 7S Beae A

N

w

»
I

o o
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AtolH QTR ¥ A o FA g5t AEstal A=r? & A= 5T
=] AHA] H=F LokE 5+ s T8 DAOIAB AVSA] Fr|=o A TeE
=
T

24159 AR7 AR TE A2 3 5to] Afo|HQbE

T8 7HAl FhxI0 We o] Ao 47 MekA ghs EAS AL 9k 10
YRS AATPgo) A 50 25 A 919 FATsE Sof 15
o) NGAAS T o] £k 11 B AT E TREAE, T TURRA, O] 874}
B2 B Bagto] Aol g1to] sl 7HAE AAAAS B4 sk e,
B AT thaut o] AT, R, B3t Aol HokR el /|2 TE
E510] ATEFS HelST A S Yoleh SR, 2 A7) EAEI NP
2.0 )ga ol 24 A skt A, £ AT ARl TREAE,

re,
-
M
1%
E
=~
EINTS
oX
i)
po=
i
(o]
e
it
oH,
ot
O

1. 539 Alolwety I A+

201095 71 o= AR, SAIEA,
AtOIHQEE T 1717 o] £ 2] 7] AT, =i 9] &3t AfoHQEE 3
FA= A A 7HAZ EFE 5 Ao A HAs 7P
E3He] Atol g A olet. viEE(2011),12 £24-(2013),13 737

8 7, ‘B3t 2FAR] ARo|FI} giEdEe] BIt A FEEEoR=E,, A147W A3%
(2010), p. 252.

O AR, “BIRAR] FARTA YR F AT FA AR BAE FHoR” I
EHHESE,, A31¢ (2005), p. 12.

' Shanahan, E. A., Jones, M. D., McBeth, M. K., & Lane, R. R. “An angel on the wind:
How heroic policy narratives shape policy realities,” pp. 460~461.

" Jbid, pp. 460~461.

2 wjgdy, =7t AL AL SE0IA B3t Alo|HYAY dHe] thg W THEATE, Al
524 (2011), pp. 147~174.

B 249, "Bt AlolHA 583 tid ARIHYE 7k 3H2o] Alo|uioth s 913t F7] gt
o] FEFATSSIR,, A7 A2% (2013), pp. 119~147.
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i)

A, 24 DI BAISHL Ik, 41527 o] 471(2013)162 Bbo] Afo] el
£ Aegstuia ALg T AoR 2L oM TE BAS Bo) 1S4 984S
shelalolrt. 99l 91(2014),17 71914 2](2015)18% B3to] Ao w22 g
R3] Bato] gho] FEE AVE 7 4 e AolwAL e 14l Aow
H7FS19TE. ol T4 ©1(2016)19E Hake] Alo] 9l Al S RIS P B

T A= B3to] AN did Alo|H B2 1} =19 of-g- 14]of] Tt Aot
L 2 53519] Atolu] 9ol gt gh=o] of-g- EfA]
£ B7iotal Yo 2 gh=tto] ¥ et A S AL et HF=et A 714
(2016),22 715-%9(2016),28 H717 21(2016),24 453 )(2018),25 4323+ 4
#71(2018),26 g %1(2018)272 E3H2] ot Alo|H g4 9] EA-E FA5kaL gt

|

rO

1=

" AT Q) =] Fo I} B3o| Alo|Hd 43 9 V& v wEAS B3 Ol Ry TH
rEshAdT=1A],, A13H A4=Z (2016), pp. 287~298.

1 AT, “E3to] Alo|H E|2|Eo] W3t AT BHEEQgetel R, A46d (2012),
pp. 212~2309.

10 A&Z-olaA, “E3to] i Alojuield] Ak 24 9 o3 Hklo]
A1348 A45 (2013), pp. 201~226.

7 91EQl 9], “Bato] AlojHAs Ay sto] U1 e AT, A20d A4
% (2014), pp. 9~45.

18 7Rl AntEn}, B3k Alo]ud $aiselo] Briel A, THEUAMATL,, A24¢ 1% (2015),
pp. 117~148.

19 ojtlA 9], “Bato] Alo|HA o] tigt BAwl At TgRtEek=EAl, A16E A5E
(2016), pp. 11~16.

0 ANTY, B3] Alo]HA @EAMT} thg Hiol 1" THEolE s EAIStE] =2, A
1448 A2% (2014), pp. 1~10.

2 upgje), 2ate] vy o] digt gl #AM thg ek THEkd, A57E (2013),
pp. 273~302.

2 JJr- 7|4, B3t AlolwgAo] thgt tf-3Hete] B3t AT TEREE=ER],, A16A A
63 (2016), pp. 43~50.

2 289, ‘Bl did AlelHEE giS Wt AT WA A= AR F4og " TX]9ky
AAE,, A30E ARZ (2016), pp. 241~276.

2 a7 9, “Bgte] Alo|HZ AT} glg- wiete] B3t AT RIRITAE AR, A15d Al
% (2016), pp. 67~79.

2 N5%-A%3], R AlHE A 3 95t Hok Alo|HA giuE FAoR " gt
=825, A18A A3=Z (2018), pp. 123~132.

% o107 ax, “B3to| g Alo|egZo| digt dujde” reka Al A17d AT (2018),
pp. 151~176.

77 AR, “Estijo|HeesY Halel ik wieted " rek=EE s, A1 A3E (2018),
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242015282 AW A o)A §H9] Aol S 95
eI0 0] HER0T6ME He1S] AolHEAS FA
1] SIgk o) AATRES Alksha glct.

e A}o]ﬂma : o%ﬂ o]%a o] 4] gt Qiolch. 34

I =
2oL oX
ol
b

=
(E

Z’H

A=
«1(2019)32L %"?}*}Eﬂ 42 5l Bl=7T A AolH 2Hd 48] tj5to]
% A g3 o) Wy S Qe RIS BAS

¢}

01'/] "]'O]‘ﬂxaa = ”37}5}74‘4' 1224 TolA Fskar Ut HojXI(Toby
Feakin)(2013),33 S|4 =(Stephan Haggard)2} #1A4|°](Jon R. Lindsay)(201
5)34= &Y TAA YA L At R4S S5l S Ate|H A 4% 7
2 =93ttt @}o|E(Christopher Whyte)(2016)352} AFXE(Travis Sharp)
(2017)36= E3te] AU HAA §|AAHE Atelv] A4 (cyber coercion)37 &

pp. 113~134.

%8 o]g4-0]5=7, “B3t Alo|HzAo| et A|HA HES HlFoR 3 Z Alo|HA 45
A FEoEshIF=RA],, A12H A4Z (2015), pp. 319~336.

2 P24, ‘B3| Alo|wig o] et 271584 S AAES A% WA st A
28¢ Al4% (2016), pp. 23~51.

0 3215}, B3] Afoluiob Ak} FHE: vthYH, BB 259 ST TEA AT, A

299 A1E (2017), pp. 139~159.

274, “w|F Ato|w At FAT 53 AW P HA gt Alo|wjtEl9] §Hel” TE

AT, A23A A= (2019), pp. 43~93.

%2 wh g uizs), “w|2o) Agle] Aol o maoldo] et B 1melA T Bato) ARl
FHoR” TuepHsl, #9335 (2019), pp. 1~38.

33 Feakin, T., “Playing blind-man’s buff: estimating North Korea's cyber capabilities,”
International Journal of Korean Unification Studies, vol. 22 no. 2 (2013), pp. 63~
90.

34 Haggard, S., & Lindsay, J. R., “North Korea and the Sony hack: Exporting instability
through cyberspace,” Analysis From the East-West Center, No. 17 (2015), pp. 1~8.

3% Whyte, C., “Ending cyber coercion: Computer network attack, exploitation and the
case of North Korea,” Comparative Strategy, vol. 35 no. 2 (2016), pp. 93~102.

3 Sharp, T., “Theorizing cyber coercion: The 2014 North Korean operation against
Sony,” Journal of Strategic Studies, vol. 40 no. 7 (2017), pp. 898~926.

¥ ZABA AT A (coercion)S AR B-L wtEL H710] PEHIE F5H= Aol
T719] BAA o2 7Y ARG, YA AE, ARl AAE A ol itk AtelH ZA|
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[EP Btz 7|E2A 0 22 22 AR=of| JEshe AE 7HAL it 71
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2. AAISIR Y (Narrative Policy Framework: NPF)
7}. AAFS} (Policy Narrative)

HAGSRE DA T4 (Fisher¥ok RE oJu] Ui GAAEL ofop]
(story)®] GeS FSekan oIk, o]ob|9] B2 o]ob|H(story teller)7t
#%(audience)tolol A A5l B Aol WENA A8l ol g HEst
= Zoleh, Aol A ofshEARK: Ysks BALE A7) 919 EAIE 4o

N
J}IOI' o
% il
>,
Y
o
ol
2
2
ool
o
=
i
da HU
2
|o

of,
o
):‘4:1“
5
i
2
i)
2
o
U
S

LREL
o}, oleig B HTIR: HFC) BUL 2] A
Z

A I AFE2 YRR dAE F71E ARSstEe 7S AAlske R sk Bl
Hjoto] =Qletal It Whyte, /bid., pp. 94~97).

% Jun, J., LaFoy, S., & Sohn, E, “North Korea's cyber operations: Strategy and
responses.” p. 2.

39 Fisher, W. R., “The narrative paradigm: In the beginning. Journal of communication,”
vol. 35 no. 4 (1985), pp. 74~89.



H, FAIA o)A HF-2 o]op7|#2 ol BAR7L A4 9] A A slo] FF
Yot= ARl B2 & T2 o] s @A Afo] L),

NPF&= of 2] SHEofol| A =0j=]o] $Hd A2 3415 ETi = FA P R=0]
YArete TRt o9 A A 2 Aol S HIA A EAGHE AR
Folth42 NPF= A3 Al 7HA] =204 ZHs gt al 2oh 3 fiA= vA|
A F(micro leve) 2 &2 B4R = 7i]1o]t}. o] =22 7fQ12] A58} Q14]o]
H3lof oju gt FFE A=A B 7jlo] o] B A ©5E Aot S #
AAtolt}, = HiAl= SA14 aF(meso leve ) 22 EA TR =
gk, 2A)oltt. o] ol A= FA YA Eo] FA T ol JFE v]X]7] s
ojwet ﬂ--—r‘-ﬁro}i AgoheA] A2t v g2 AAlE(macro level)
O 2 G AL, AH], E3tHo AHEE A0 R Bt AX oA Hil=
T3kt A O] P8 B WE Al P v 4= lrkal Bk 43 E3F NPF=
CREeA, EP£91 EAE 7HA 1 Qlokal Al 44 AA, %?ﬁ HXVPEXW

Foj| tfjsto] &

o

o

(operationalization)sto] A4S 1‘:1174]?_“:]'.

40 McBeth, M. K., Shanahan, E. A., Hathaway, P. L., Tigert, L. E., & Sampson, L. J.,

“Buffalo tales: interest group policy stories in Greater Yellowstone,” Policy

Sciences, vol. 43 no. 4 (2010), p. 391.

NPF SHAE2 B3LE A% 7|€ ol&5 BA5t] thadl 22 AHS ERlsksitth A,

o2& HET o 5ty A0 LA =24 dErt= & #ofX o]op|(story telling)7}

2R o AEe a9E 7RItk S, 71E 0|85 93] 5842 ARSHIARE |E

FHog AU 82 A=40|00th A, B3l 4 Jde AgAALY st

A @EE, AR Y-S F3 AALTAT AUAKEH S FHeE” 7IEgH

ot 229 gotvetd ekt AHARkeleE, 2019, pp. 21~22).

2 Shanahan, E. A., Jones, M. D., McBeth, M. K., & Lane, R. R.. “An angel on the wind:
How heroic policy narratives shape policy realities,” p. 461.

43 Shanahan, E. A., Jones, M. D., & McBeth, M. K., “How to conduct a narrative policy
framework study,” The Social Science Journal, vol. 55 no. 3 (2018), p. 3.

4 Shanahan, E. A., Jones, M. D., McBeth, M. K., & Lane, R. R., “An angel on the wind:
How heroic policy narratives shape policy realities,” p. 457.
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Qg 1) ZHHSDINPRQ| S8

NPF 7t == 7| O K| (Expectations) &} 4d

oE X

AL
1x

Z}&: Shanahan, E. A., Jones, M. D., & McBeth, M. K., “How to conduct a narrative policy
framework study,” The Social Science Journal, vol. 5 no. 53 (2018), p. 2.

L} g3k84 (Narrative Elements)

NPFO] AAHS= 5l A oobdek A Gy} -8 3L Q AE Isksir)
A, gete st Aete] Y8 HBES HojFE ojop

E
2
>
-+
i
ol
O
rO

B 25 9023, 5 Z3olal Qlth45 5731 (character) A 31O
W8-S A= PRtoltt. AHQl, &Al, 713, EF AFEC] 5AUER XA
46 = 7] Oé%, of}, maR} Al 7HA] S 2 5 Frh 47,48 )32 A BAS

jui
Az AT 5 e FAZ BAEY 2 FH A4S Lo7= FA0]

% Jbid, p. 458.

6 Shanahan, E. A., Jones, M. D., & McBeth, M. K., “How to conduct a narrative policy
framework study,” p. 4.

47 Jones, Michael D., & Mark K. McBeth, “A Narrative Policy Framework: Clear Enough
to Be Wrong?" Policy Studies jouma/ vol. 38 no. 2 (2010), p. 341.

8 71 9Jo] NPFolA AZHE SRS e FArto 2Ry e T A0 difss=
$34F (beneficiary), ¥-3E7 °] 2 FA= WA (allies), 181 k= THE FA01A]
T Aol Hitjsh= 1‘1 (opponents) 5o°] 9JtKShanahan et al., “How to conduct a
narrative policy framework study.”).



o}, o siRh= of ol 9ol Z-2 sl AP L& QS| WoiE U= FAE AET

=02 EF(plo)E TARAEY P& LA RE AET 2N A= BT
& A5t 712 NPF 9752 2E(Deborah Stone)492] ¥H4]S A& sto]
Z32 45 (plot of decline)?} SA|(plot of control) & E-HF3Ic}. 4 & 222
Aya}o] ofSH A, story of decline), A1%H2] BHSH W ZHATH, stymied progress),
o437} Bit =] = A8 (change is only an illusion) 2.2 25w 4] 252 A
9] APAS vietE = - Beisto] F7]2%E A (story of helplessness
and control), 39 AE FAU AFZS HEOA HARIE REA
(conspiracy)@4d, FaAE v (blame the victim)sh= ¥H2] 0 & FLAJ T} 50
ES AHESh= 54 241 82 25l tioto] A2 s ol et AJAIs)H
2= o] AUt ARty 0 = o] 23t A M FIHAE THEAL HEiAE
517] 913t F-89] PE o HAFET v B2 AAEee AHH 0= 54
= AASHA] Fow FAS A= e F Rl HENEoIY A &
g &of| thgt AsH(sF &L ofolt]of7} STt/ UBThHE AlF-5h= 5o 11
t}52 Zo 2 A= £ 50| Yot FAd el 543 EAdst] sl

T5H4 AH(science) -2 S7(evidence)E 18517 3ttt

¢

ju}

o} F3lAEF (Narrative Strategies)™ AI'@A|A| (Belief System)

GePdER2 AeA7t AE Yo A5k 5= JEF o R 49 E= A3t
sto] HojZ o 2 FAFAAS 2219] A& G dste] Z5TA =P
=S A5 A HH o= AREH o2k NPF Eabder2 QluhH]| A Y]
Z(causal mechanism), 2122 Adju|®a} 5 9] & 21714 A (devil and angel

shift)s-0] tE2]0|t}.58, 54 HA JAAHAUSS 54AE2 53 & ARt

9 Stone, Deborah, Policy Paradox: The Art of Political Decision Making, 2nd edition,
(New York: W W Norton & Co Inc, 1997), pp. 138~145.

%0 Shanahan, E. A., Jones, M. D., McBeth, M. K., & Lane, R. R., “An angel on the wind:
How heroic policy narratives shape policy realities,” p. 458.

% Shanahan, E. A., McBeth, M. K., & Hathaway, P. L., “Narrative policy framework:
The influence of media policy narratives on public opinion,” Politics & Policy, vol.
39 no. 3 (2011), p. 375.

%2 Shanahan, E. A., Jones, M. D., & McBeth, M. K. “How to conduct a narrative policy
framework study,” p. 5.

% Jbid, pp. 5~6.
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o2t JAAAAE A Al oh= AFo &2 AESSS] E7 4o Wt 7] A& (mechani-
cal), 9l=&(intentional), & (accidental), B]9| =2 (inadvertent)¥A = 1}
ol A& 501, Y= HAYUSZY B 239 H4of et A7
Agetet. 2y 90 W AY S - AA 7 A 5] Y7 il ofg
O] o] eA35lE] T YIS oFO A 0 2 TSR] Qhi=T}.56 ofof A Au|H &
94;@ A7) 482 % 7315%01]/‘1 =4S OF= "o Eo|t} 57 of o)A AthulRy
A2 oA Aol AeAte] T2 HAagrt

=7
Ao F2 YSH A0R Bt 5914 A7) AAL Het

-
R =
AT 5 Qe oM A2 FYH SUL R ol

S, YA Fe] £E o 2 ARSI 1S, T, A A1)
7k A 7H0 i 0] [goleh.e0 ALAA A /X A g 0] 417 s
o7] W20 NPF SP-E2 424 Alyo] Wete] 7154 7hut 82 45

An

et Eot61 2 A= <3 DI 2 NPF BAEZ HIR O 2 FAIA =3
of gasiel kg BTk
% Zr=0] ¥9l(scope of conflic)®}t H-8EA (cost-benefit)E NPFS] EH HshAoltt,

J8y & AolAs A7 Ao g A & 7RIS AFo R HY 1:‘r. Ho} ZAgE
W-8-2 Shanahna et al. (2013, 2018)& F1& A.

% Stone, Deborah, Poficy Paradox: The Art of Political Decision Making, pp. 138~145.

% Shanahan, E. A., Jones, M. D., & McBeth, M. K., “How to conduct a narrative policy
framework study,” p. 6.

% Heikkila, T., Weible, C. M., & Pierce, J. J., “Exploring the policy narratives and
politics of hydraulic fracturing in New York,” in 7he science of stories: Applications
of narrative policy framework, Michael D. Jones, Elizabeth A. Shanahan, & Mark K.
McBeth (New York: Palgrave Macmillan, 2014), pp. 185~205.

% Shanahan, E. A., Jones, M. D., McBeth, M. K., & Lane, R. R., “An angel on the wind:
How heroic policy narratives shape policy realities,” p. 460.

% Jbid, p. 458.

0 Jbid., p. 459.

81 Sabatier, P. A., & Jenkins-Smith, H. C., “The Advocacy Coalition Framework: An
Assessment,” in Theories of the policy process, Sabatier PA. (Boulder, Colorado:
Westview Press, 1999), p. 117.
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LS S5t AlolHRIE A ("2 L))

EMop= o]zst BuAE-S AAske w2k
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Abstract

Cyber Security through the lens of North Korea:
Using the Narrative Policy Framework to study
newspaper messages in North Korea

Kim, Geunhye and Park, Kyudong

This paper seeks to understand how the North Korean government
interprets cyber security world by analyzing policy narratives in North
Korean newspaper articles. Using the Narrative Policy Framework (NPF),
this paper draws on data on editorial and news release from Rodong Sinmun
and Minzu Choson. Results show that the North Korean government tends
to tie their story to villain and victim in cyber security world. They also tend
to justify their stance by overstating the power of their opponent. North
Korea's view of cyber security does not show much difference from
ideology of the Cold War. However, the North Korean government does not
generate a narrative for the purpose of leading cyber security agenda but
for keeping traditional world powers in check. This study is an exploratory
study that investigates North Korean cyber security discourse and can
provide primary data for taking systematic measures against North Korea's
cyber security strategies.

Key Words: North Korea, Cybersecurity, Rodong Sinmun, Minzu Choson,
Narrative Policy Framework (NPF)
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